De-anonymising data in Wi-Fi positioning systems

Michael C. Fink Amores
University of Cambridge
mcf61Q@cam.ac.uk

Location-based services (LBSs) like Apple Maps rely on
crowdsourced location data to provide their functional-
ity, such as routing, real-time traffic updates, or recom-
mendations. Individual users have to disclose their lo-
cation for these personalised services to work, but their
information may also be aggregated to provide services
for other users. Unfortunately, GPS requires high en-
ergy consumption from a device and has availability is-
sues. Mobile devices therefore use, whenever possible,
Wi-Fi Positioning Systems (WPSs) to trilaterate their
location based on the location of Wi-Fi Access Points
(APs). These systems work in multiple stages. In the
first stage, the device measures location information,
e.g., by scanning and detecting Basic Service Set Iden-
tifiers (BSSIDs) of nearby APs. The locations of these
APs have previously been shared with the service by
other users. In the second stage, the device infers its
location by querying the location database provided by
the service.

With its billions of users, Apple offers one of the world’s
largest and most precise crowdsourced WPSs. De-
vices exchange data with Apple servers through se-
rialised structured data encoded as protocol buffer
messages. When analytics are enabled in the Loca-
tion privacy settings, GPS-enabled iOS devices con-
tinuously share location data with Apple’s endpoint
(gsp10-ssl.apple.com) whenever LBSs are used. [2]
This includes a device’s current geodetic coordinates
(e.g., [62.123, 1.123]), the BSSIDs of nearby APs
(e.g., 22:33:44:55:66:55), and additional metadata
such as its motion activity type, indicating whether a
user is, for example, stationary, running, or walking.
Only the locations of devices which have remained sta-
tionary over multiple days are added to the database. To
further prevent abuse, Apple filters out mobile devices,
such as smartphones or smartwatches, based on Orga-
nizationally Unique Identifiers that identify the man-
ufacturer of a device. A mobile device can query the
database by sharing the BSSIDs of nearby APs, its
own model (e.g., iPhonel14,5), and its operating sys-
tem (e.g., iPhone 0S16.7.820H90) with the main APL
Apple’s location database (gs-loc.apple.com) then re-
sponds with the BSSIDs and corresponding geodetic co-
ordinates of up to 400 more nearby APs, which are
cached for further use. The approximate location is con-
sequently computed on the device itself. Surprisingly,
this API is public, can be accessed without a key, does
not require a physical Apple device, and allows a user
to request the locations of APs which are not physically
close to the querying device.

Apple makes strong privacy claims for their system:
“The crowd-sourced location data gathered by Apple is
stored with encryption and doesn’t personally identify
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you”. [I] We investigate if such claims hold. Prior re-
search already shows how an uninformed adversary is
able to abuse the system and track semi-stationary de-
vices such as travel routers over a considerable times-
pan by continuously querying the database with a
script. [3, 4] We assume a server-side adversary with-
out background knowledge, for example a malicious em-
ployee or an individual who has illicit access to the loca-
tion database and can observe both query-data of geo-
location attempts and updates to the locations of APs
over a fixed period of time, e.g., a week. We will investi-
gate if such an adversary can perform a passive attack to
extract a device’s trajectory. More specifically, given a
collection of HTTPS exchanges between the server and
a set of smartphones over a considerable timespan, both
queries and database updates, we want to see if we are
able to link together successive geo-location queries and
group them by the underlying user. This time-series
data would then allow us to reconstruct individual user
trajectories. Grouping is a challenge as a user’s identity
is not included in the query. We explore whether we
can track individuals by reference to the user’s (possibly
changing) TP address, model identifier and iOS version
data, combined with trajectory recovery attacks based
on the data submitted and received. Trajectory recov-
ery attacks have previously been shown to be successful
for de-aggregating aggregated mobility data. [5]
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